
Lab Setup Guide for 

MCTS Guide to Windows Server  2008 Active Directory Configuration 

 

 

Overview 

 
This guide provides detailed lab setup instructions for MCTS Guide to Windows Server 2008 Active Directory Configuration.  Every 

effort has been made to make this guide as accurate as possible.  However, errors and omissions can occur, and as author I would like 

to be notified of any errors or omissions you find, or simply provide me with your comments and suggestions. My contact information 

is below. 

 

I have established a Web site for this book and my other active title Guide to Networking Essentials at http://books.tomsho.com. 

There, you will find lab notes, errata, Web links and other news and information.  If you want to leave comments on any of the articles 

you read, you may register at the Web site.  If you are an instructor and would like to submit an article, please contact me with your 

name, school name, and school Web site address. 

 

A lab manual for this book will be released early 2010.  The lab manual will largely maintain the same computer configuration with 

some minor changes.  The labs you will find in the lab manual are to be done in parallel to the activities in the textbook.  In other 

words, the labs in the lab manual are not additional labs but a whole new set of labs that should be done on a separate set of machines. 

(While many of the labs could be done as additional labs to the activities in the textbook, overall the lab manual is not designed for 

that purpose.) 

 

 

 

Author Contact Information 
 

Greg Tomsho 

W2k8@tomsho.com 

http://books.tomsho.com

http://books.tomsho.com/
mailto:W2k8@tomsho.com


 Requirements and Environment Overview 

 

A total of four machines are used throughout the book.  Most activities require only one or two machines to run at the same 

time, but a few in Chapter 11require three.   When more than one machine is required, they must be able to communicate via 

a network or virtual network.  In addition, an instructor/classroom server is needed initially to provide DNS services.  

Chapter 6 requires a network attached printer and its IP address. 

The machines can be physical computers or virtual machines*.  The use of virtualization is highly recommended.  See 

Appendix C and D of MCTS Guide to Windows Server 2008 Active Directory Configuration for more information on using 

virtualization. 

 

* Labs 2-14 through 2-17 work with Hyper-V which cannot be installed in a virtual environment and must be run on 

computers meeting the Hyper-V Role requirements discussed on page 60 of MCTS Guide to Windows Server 2008 Active 

Directory Configuration.  If student computers do not meet these requirements or you are unable to install Windows Server 

2008 on a physical computer, these labs can be done as a demonstration by the instructor. 

 

Computer Requirements  
 

If you are using virtualization, a single host computer is required (see Host System Requirements, below).  If virtualization is 

not used, at least two physical computers (with multi-boot configuration) are required to do most of the activities.  To 

complete all activities, three physical or virtual machines will be running simultaneously (see Student Machine 

Configurations and Computer Requirements by Chapter, below).  Whether you are using physical or virtual machines, each 

machine has the following minimum requirements:  

 

Component Requirement 

CPU Minimum: 1 GHz for x86 CPU or 1.4 GHz for x64 CPU 
 

Memory Minimum: 512 MB RAM for Windows Server 2008 
installations and 1 GB RAM for Vista 

Drives Hard drive with at least 30 GB unallocated to install 
Windows Server 2008 or Vista, One additional unallocated 
hard drive, DVD-ROM 
 

Networking Each computer must have a network interface card.  A few 
activities require Internet access.  

Display and peripherals Super VGA or higher 
Keyboard and mouse 

 



Host System Requirements (when using virtualization) 
The following table lists the hardware requirements for the host workstation when virtualization is used.  Specific requirements for the 

chosen virtualization software may vary.  Please see Appendix D of MCTS Guide to Windows Server 2008 Active Directory 

Configuration for virtualization software options. 

  

Component Requirement 

Operating System Suitable operating system to run the chosen 

virtualization software. 

CPU Pentium 4 1.8 GHz minimum; Dual core CPU of at least 

1.6 GHz recommended.  CPU requirements will vary 

depending upon the virtualization software used. 

Memory 2 GB RAM minimum, 3+ GB preferable 

Drives Hard drive with at least 60 GB free to accommodate 

virtual machines, DVD-ROM 

Networking Network interface card with connection to the Internet is 

recommended (for updates) but not required. 

 

 

Software Requirements 
 

 Windows Server 2008, Enterprise Edition 

 Windows XP, Vista, or Windows 7 (Labs that include a client workstation use Windows Vista Enterprise, but Windows XP 

Professional or Windows 7 Professional or Enterprise can be substituted in most cases.  The client operating system must 

support the ability to join a domain.  Note that Activity 8-7 requires an Ultimate or Enterprise edition of Windows Vista or 7 

since Services for NFS is only available in those editions) 

Instructor Station 
 

An instructor station or classroom server should be available for some activities in Chapter 2.   Requirement are as follows: 

 

Windows Server 2008 (preferred, but another operating system will work) 

DNS installed 

Firewall configured to allow Echo Request packets (Ping).  To do so on Windows Server 2008; from a command prompt type 

netsh firewall set icmpsetting 8 and press Enter. 

IP address:  192.168.100.200 255.255.255.0 

Server name: Server00 

 

Network 
Access to the Internet is required for a few activities.  A router should be made available with the address 192.168.100.1.  In 

most cases it will be necessary for the existing router address to be changed or to have a secondary IP address assigned and 

network address translation (NAT) to be configured.  If Internet access cannot be accommodated, skip the activities that 

require it (2-6, 2-13, 7-20).  Also, without access to the Internet, DNS servers will not be able to download the addresses of 

the top-level domain name servers which will affect a couple of labs in Chapter 9. 

 



Student Machine Configurations 
 

Three different Windows Server 2008 installations (two full installations and one Server Core installation) and one Vista installation 

(or Windows XP or Windows 7) are required to completed all labs.  See the following table for the recommended naming convention 

and IP addressing, and how each server is used: 

 

Installation Name IP Adress Usage 

Windows Server 2008 Full 

Installation 

ServerXX 192.168.100.2XX 

255.255.255.0 

Gateway: 

192.168.100.1 

DNS: 

192.168.100.200; 

changed to 127.0.0.1 

when DNS is installed. 

Primary server that is used in 

most labs starting in Chapter 

2. Students install Windows 

Server 2008 on this server in 

Chapter 2.  Serves as the 

domain controller for domain 

w2k8adXX.com. 

Windows Server 2008 Full 

Installation 

Server1XX 192.168.100.1XX 

255.255.255.0 

Gateway: 

192.168.100.1 

DNS: 

192.168.100.200; 

changed to 

192.168.100.2XX 

(ServerXX’s address) 

when it becomes a 

domain member 

Used in chapter 1 as an 

initial server to perform labs 

to explore Windows Server 

2008 .  Used again in 

chapters 9-13 as a second 

server to provide a more 

complex environment for 

Active Directory, DNS, and 

other services. 

This server must already be 

set up as no installation 

instructions are provided. 

Note: Lab 9-1 instructs 

students to install a new 

server; however, this it not 

necessary if they use the 

original server used in 

Chapter 1. 

Windows Server 2008 

Server Core 

ServerCoreXX 192.168.100.1XX 

255.255.255.0 

Gateway: 

192.168.100.1 

DNS: 

192.168.100.200 

Used in chapters 2 and 13 to 

perform administrative tasks 

on a Server Core machine. 
(note that this server will not be 
running at the same time as 

Server1XX) 

Vista or similar client VistaXX (the name is 

unimportant but must be 

unique in a classroom 

network) 

Not specified, but 

must be in the same 

subnet as ServerXX. 

One idea would be to 

use the student number 

and add 50 to it so 

give an address of 

192.168.100.XX+50. 

As a client computer for 

testing group policy and 

other Active Directory 

procedures. 

Note: XX is to signify an assigned student number so that each computer has a unique name in a classroom network.  If students are doing these labs 

outside of the classroom, the servers and client can be assigned unique addresses within the same subnet.  If the given IP addressing scheme does not 

work in your network environment, you can come up with your own; being sure only that no computers  running at the same time share the same 

address. 

 

A maximum of three operating systems are required to run at any one time, but when more than one OS is running at the same time, 

one of them will always be ServerXX.  If students are using virtualization, each operating system can reside in its own virtual machine 

which can be started as necessary.  If students are using two or more physical computers, a multi-boot environment can be used.  For 

example, if two physical computers are used, ServerXX can be installed on one physical computer and Server1XX, ServerCoreXX, 

and ClientXX can be installed on separate partitions of the second computer.  However, if only two computers are used, there are a 

few labs in Chapter 11 that cannot be completed unless ServerXX, Server1XX and VistaXX are running. 

 
Tip:  You can download a preconfigured 30-day evaluation of a Vista virtual machine from the Microsoft Web site that works in Microsoft’s Virtual 

PC.  Go to www.microsoft.com/downloads and search for “vista 30 day eval.” 



Computer Requirements by Chapter 
 When an Activity step instructs students to “log on to your server as Administrator” the ‘server’ refers to ServerXX. 

 After Chapter 2, all activities require ServerXX to be running, frequently at the same time as Server1XX and VistaXX. 

Chapter Required Computers/Equipment Notes 

1  A pre-configured Windows Server 2008 

machine 

- The name of this server should be Server1XX where XX is the 

student number.  If desired, students can install this server during 

class using instructions from Activity 2-1.  The IP address can be 

assigned via DHCP or set to 192.168.100.1XX/255.255.255.0 

with default gateway 192.168.100.1 and DNS 192.168.100.200. 

Activity 1-5 requires either a second unallocated hard drive 

or some free space on Disk 0.  If you have only one hard disk, 

when you install Server 2008 on this machine, use the 

advanced options to create a partition and make sure you 

leave at least 500 MB unallocated. 

2  A machine to install Windows Server 2008 

that will be ServerXX 

 A machine to install Windows Server 2008 

Server Core which will be ServerCoreXX 

 The classroom server with DNS installed 

and firewall configured to allow Ping 

 A Windows Server 2008 ISO file or DVD 

- The ServerCoreXX server will not be used again until Chapter 

13. 

3  The ServerXX machine - Active Directory and DNS are installed on ServerXX 

4  The ServerXX machine 

 

 

5  The ServerXX machine 

 The VistaXX machine 

Specific instructions for installing Vista are omitted.  The 

VistaXX computer can be pre-installed for student use or 

students can download a pre-configure virtual machine from 

Microsoft or students can install Vista in class.   

- Vista IP address settings: from DHCP or set to 

192.168.100.XX+50 (or similar) .  VistaXX DNS server settings 

must be the address of ServerXX so that it can be joined to the 

domain. 

6  The ServerXX machine 

 The VistaXX machine 

 A network attached printer and its IP 

address 

 

7  The ServerXX machine 

 The VistaXX machine 

 

8  The ServerXX machine 

 The VistaXX machine 

A second IP address is configured on ServerXX using 

192.168.100.XX/255.255.255.0 

9  The ServerXX machine 

 The Server1XX machine  

- The secondary IP address 192.168.100.XX is removed from 

ServerXX. 

- Server1XX from Chapter 1 can be used instead of installing 

Windows Server 2008 on a new machine in Activity 9-1.  

However, students should change the administrator password to 

Password02 and configure IP as noted in Activity 9-1. 

Finally, students must complete steps 5-8 of activity 9-1. 

10  The ServerXX machine 

 The Server1XX machine 

- Server1XX is demoted to a member server and then to a stand-

alone server 

- Server1XX is promoted to a domain controller to act as a 

second DC in w2k8adXX.com. 

11  The ServerXX machine 

 The Server1XX machine 

 The VistaXX machine 

- Server1XX is once again demoted to a member server 

- Activities 11-5, 11-6, and 11-11 require ServerXX, Server1XX, 

and VistaXX to all be running 

12  The ServerXX machine 

 The Server1XX machine 

- Server1XX is configured as an RODC 

13  The ServerXX machine 

 The Server1XX machine 

- Activity 13-6 requires both ServerXX and Server1XX to be 

running 

- Activity 13-11 joins ServerCoreXX to the domain and requires 



 The ServerCoreXX machine ServerXX to be running 

- Activity 13-12 promotes ServerCoreXX to a DC and requires 

ServerXX to be running 

 


